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About Utimaco –The Data Security Company. 

Utimaco is a leading global provider of data security solutions, enabling 

mid- to large-size organizations to safeguard their data assets against

intentional or accidental data loss, and to comply with privacy laws. 

Utimaco’s complete range of data security solutions provide full 360 

degree data protection for data at rest, data in motion and data in use. 

Utimaco offers its customers comprehensive on-site support via a 

world-wide network of certified partners and subsidiaries. Utimaco 

Safeware AG, with headquarters in Oberursel, near Frankfurt, Germany, 

is listed on the Frankfurt Stock Exchange (ISIN DE0007572406). 

For more information please visit 

www.utimaco.com.
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SafeGuard Enterprise®

Your Central Key 
for Information Protection
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Magic Quadrant, and does not advise technology users to select only those vendors placed in the “Leaders” quadrant. The Magic Quadrant is intended solely as a research tool, and is not meant
to be a specific guide to action. Gartner disclaims all warranties, express or implied, with respect to this research, including any warranties of merchantability or fitness for a particular purpose.
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Avoid confidential data loss or theft
According to analyst firm IDC, more than 70 percent of

confidential data resides at the endpoint. As a result, the 

risks of data loss and theft have grown exponentially. The

impact of data breaches can be severe, including negative

press, damaged reputations, financial penalties, and personal

liabilities for responsible company executives. Minimize risk

by protecting confidential data with SafeGuard Enterprise. 

Multi-layered data security with 
SafeGuard Enterprise
SafeGuard Enterprise provides multi-layered endpoint data

security combining encryption and data leakage prevention

(DLP). The centrally managed solution secures data on

desktops, laptops, PDAs, smart phones, and removable

media. Its transparent data encryption enhances user

productivity while preventing malicious users from reading lost

or stolen media. Furthermore, SafeGuard Enterprise prevents

endpoint data leakage by controlling access to both physical

and wireless interfaces (e.g. USB, Firewire, WiFi) and storage

devices (e.g., MP3 players, removable media).

Protect your confidential information and comply with regulatory mandates – safely and securely –

with Utimaco’s comprehensive SafeGuard Enterprise solution. SafeGuard Enterprise is a modular

information protection control platform that enforces policy-based security for PCs and mobile

devices across mixed environments. It is fully transparent to end-users and is easy to administer

from a single central console. SafeGuard Enterprise provides multi-layered endpoint data security

by combining encryption and data leakage prevention (DLP). Its modular architecture provides

comprehensive data security tailored to your organization’s needs and growth requirements. 

SafeGuard® Enterprise

Manage policy and regulatory compliance 
risks easily and effectively
Protecting confidential personal data from disclosure is a

fundamental legal requirement for many companies

worldwide. SafeGuard Enterprise bolsters compliance

measures by enforcing centralized polices for encryption and

data leak prevention, with verifiable audit logs and reports.

Improve business processes with 
centralized security control
Managing data security in heterogeneous enterprise

environments with various devices and platforms can be

challenging. When employees, business partners, and

customers have access to data from many locations,

protecting this information requires strong, centralized

management. SafeGuard Enterprise delivers centralized

security control across mixed IT environments, using role-

based management to enable granular policy enforcement —

far superior to pure point products. Automated tools

streamline deployment, and data can be quickly recovered if

employees forget passwords, resign, or lose authorization.

Secure productivity and collaboration 
with state-of-the-art key management
Behind-the-scenes key management enables legitimate 

users to easily and securely share data across PCs,

removable media, PDAs and even e-mail attachments.

SafeGuard Enterprise provides centralized, state-of-the-art

key management from a single console. Secure storage,

exchange, and recovery of keys in mixed environments are

made simple and easy to use.

Utimaco Safeware is positioned in the
Leaders Quadrant of Gartner, Inc.'s
Mobile Data Protection Magic Quadrant.*

—Gartner, Magic Quadrant for 
Mobile Data Protection, 2008

Business confidence with transparent 
security and data recovery
Encryption processes are automated and transparent to users,

even during initial installation, allowing users to work without

interruption. Fast and secure authentication with biometric

fingerprint support. Recovering forgotten passwords is made

easily with secure challenge responses — over the phone 

or online. In addition, SafeGuard Enterprise also supports

standard system and data recovery and forensics tools. 

Investment protection with 
scalable architecture 
SafeGuard Enterprise offers superior scalability and broader

compatibility compared to point security solutions, and its

modular architecture supports rapid business growth.

SafeGuard Enterprise can administer external encryption

technologies such as BitLocker™ Drive Encryption, to secure

data in Windows Vista™ operating system. The SafeGuard

Enterprise architecture can be further extended to support

encryption platforms and products from Intel and Seagate.

Microsoft® Active Directory® directory services and Novell

environments are also supported. In addition, support for

third-party Smartcards, tokens, Trusted Platform Modules

(TPM), and Hardware Security Modules provide seamless

security across users, devices, and platforms. 

Your reliable security partner
Utimaco’s stellar track record is based on 25 years of

experience safeguarding data for millions of enterprise users.

Utimaco has received a number of industry awards and

international certifications such as FIPS and Common

Criteria. Utimaco works closely with a number of industry

leaders in the technology sector, collaboratively developing

and delivering full data security solutions worldwide. 

“Microsoft® has a strong partner relationship with
Utimaco and we’re excited about their next-
generation introduction of SafeGuard. Microsoft
worked closely with Utimaco’s development team
to help ensure optimal support for innovative
encryption technologies for Windows Vista and
other products within our portfolio.”

—Gerry Albert, Group Manager at Microsoft
and Director of SecureIT Alliance 

Utimaco is a founding member of the SecureIT Alliance created by Microsoft.

SafeGuard® Management Center
Implements and enforces common, organization-wide

security policy framework, providing a central point of

management control in mixed IT environments.

SafeGuard® Data Exchange
Ensures the secure exchange of

data (e.g., via removable media)

with business partners and

customers, even if they do not

have a SafeGuard application

installed. 

SafeGuard® Configuration Protection
Offers central control over fixed and

mobile devices, protecting against

malware, inappropriate software use,

and unauthorized configuration

changes.

SafeGuard® DLP
Detects and prevents the unauthorized

transmission of corporate data to anyone

outside the organization.

SafeGuard® Device Encryption
Transparently encrypts data on

laptops, desktops, PDAs, smart

phones, and removable media,

protecting users against

unauthorized access, loss, or theft.

SafeGuard® File and Folder Encryption
Encrypts user data across working

groups. Protects data on local drives

and network servers, both at the file

and directory level. 

SafeGuard® Partner Connect
Manages external data security applications, e.g.

Windows Vista BitLocker Drive Encryption, Intel

encryption chipsets, Seagate encrypted drives, etc.

Your Central Key for Information Protection

25 YearsCelebrating 25 Years of Data Security
Utimaco would like to thank its thousands of enterprises customers and millions of users worldwide, who have placed 

their trust in our SafeGuard data security products over the past 25 years. Utimaco continually strives to earn your trust 

with cutting-edge data security products that are designed to serve your needs today and tomorrow.


