> eToken Web Sign-On (WSO)

Many of today’s eToken users are responsible for accessing and using a variety of web - based accounts related to their
organizations. From commercial online banking accounts to business intelligence sites - the number of online passwords can be
hard to remember and manage - and worse, can be risky for your business. Too many passwords to remember often results in
using the same password for multiple sites, or using easy passwords - both can mean an easy way in for hackers and trouble for
your company.

Enter eToken Web Sign On (WSO) - a password management solution that allows users to securely store and manage all their web
logon credentials. With one single eToken password eToken WSO will help prevent:

© Users write their passwords on paper or sticky notes pasted to their computer screens
© Employees using the same password for multiple sites

» Time and effort spent retrieving forgotten passwords managing passwords across your organization?

eToken WSO Streamlines Web Access

eToken WSO enables convenient, secure and portable storage of all user web logon and access credentials. They can insert any
password, as long and complex as they wish, and never worry about remembering it. Login to commercial online accounts is fast,
secure and doesn’t expose your business to risk.

In fact all necessary logon information, including passwords, PIN numbers, account numbers, credit card details, telephone
numbers, and more, can be stored in the highly secure eToken smart-card-based devices. Users need only authenticate with their
eToken device and password for instant access to their online accounts. eToken WSO automatically recognizes a web logon page,
fills the needed information and even optionally submits the form for the user.
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enable employees to enjoy the benefits of eToken
° Provides easy and secure access to multiple web accounts using a WSO, while utilizing additional eToken solutions on
single eToken device i

a’larger scope. eToken SSO, which includes Single
Sign-0On, Web Sign-On and Network Logon, enables
organizations not only to provide employees with
easy and secure web access, but also to store all
their network and desktop application credentials
: _ _ - _ _ on-board their personal secure token, enhancing
( Easily extended to provide a variety of additional security serwces) even more enterprise security and productivity.

* Gives users full mobility, taking their passwords with them
wherever they go

° Manages multiple logon credentials
° Protects sensitive data and information
* Supports multiple user platforms




eToken WSO Save and Automatic Fill-In

eToken WSO provides your users easy access to all their web accounts by conveniently saving logon credentials and submitting

them automatically.
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Secure and immediate access
to all online accounts

* Saves access credentials directly from a web page and
automatically submits them as necessary

» Stores all sensitive information in the secure eToken
smart card chip

» Enables two-factor authentication. Access is allowed
only after eToken is presented with a password

° Allows automatic fill-in of data directly to web page
* Enables back-up and restoration of data

° Enables easy viewing and editing of profiles

\* Generates random passwords for increased security

* Supported operating systems:

- Windows 2000/2003/XP/Vista

- Linux: Fedora 7/Red Hat Enterprise 5/SUSE

Enterprise 10.3/Ubuntu 7.10
* Supported browsers:
- Windows: Internet Explorer 6 and 7
- Linux: Firefox 2.0

* Supported devices: All eToken devices

Did You Know?

Smart cards provide highly secure storage of data, with numerous and rigorously tested mechanisms protecting

against both physical and logical attacks. When storing your passwords on-board a smart-card-based device you

can be sure they are not susceptible to attacks and misuse.
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