© eToken Network Logon

Strong Protection for PCs and Network Resources

In recent years there has been a rise in the number of security breaches that have resulted in data fraud
and identity theft. There is growing concern among business leaders over the rise in corporate espionage
and fraud perpetrated by internal personnel who have direct access to PCs, laptops and corporate
network resources. But relying on simple passwords to protect your employees’ computers and limit
access to your corporate network could put your organization at risk.

Expanded Security Applications

Aladdin’s eToken Network Logon offers a simple,
convenient, and secure token-based solution

for securing your employees PCs and preventing
unauthorized access to your corporate network.

Aladdin’s eToken Network Logon is a security
application that extends the use of Aladdin’s
broad authentication solutions to include strong
authentication for protecting PCs and securing
onsite local network access. With eToken Network
Logon, all the benefits of strong authentication
for remote access, can now be applied to users’
computers and local network access.

eToken Network Logon ensures that ay
authorized users with an Aladdin authenticator
(what you have) and a single unique password
(what you know) can log on to a Windows
domain and gain access to PC resources and the
corporate network.

Protect your Local Network and PC

eToken Network Logon enables organizations to
strengthen their network security and implement
strong and complex password policies by allowing
users to store multiple logon credentials on a
single Aladdin authenticator.

For organizations that want to further harden
their network security, eToken Network Logon
supports the generation of randomized Windows
domain passwords. Users logging on to their

PCs need only their Aladdin authenticator, and
their authenticator password to generate a
randomized, complex and secret Windows domain
password. In this way, IT managers can implement
two factor authentication without having to
deploy a full PKI smartcard infrastructure.




SECURING THE GLOBAL VILLAGE

Centralized Management and a Broad Selection of Authenticators

eToken Network Logon is enabled by Aladdin’s broad range of certificate-based authenticators. It is also
fully integrated with Aladdin’s eToken Token Management System (TMS), which provides administrators
with a full suite of authentication management services including authenticator deployment, enrollment
revocation, user self-service password reset, backup/restoration of user credentials, and a solution for
employee on the road lost token situations, allowing employees to stay productive at all times.

Benefits

© Enables organizations to strengthen network
security by storing multiple complex passwords on
a single authenticator

Supports generation of randomized complex
Windows domain passwords, allowing
organizations to implement two factor
authentication without having to deploy a full PKI
infrastructure

Supports lost token user scenarios when used
together with Aladdin Token Management System
and eToken PKI client (when smartcard logon is
implemented)

Fully integrated and compatible with Aladdin’s
broad range of certificate-based authenticators
and security applications, allowing you to enhance
your security solutions

Technical Specifications

Supported Operating Systems

Features

 Securely stores network logon credentials on the
eToken authenticator

* Communicates with the Microsoft Password
Credentials mechanism

* Provides strong two-factor authentication by
requiring both the eToken authenticator and a
password

* Supports storage and management of multiple user
profiles on one authenticator

* Supports generation of random network logon
passwords

* Supports network password change procedures

» Supports third party authentication with Sony Felica
contactless cards

* Robust deployment and life-cycle management
capabilities with Aladdin Token Management System

* Support for Domain Login and Local Computer Login

Windows 2003/ Windows Server 2008/ XP/ Vista

*All OS: 32 bit only

Supported Aladdin authenticators

eToken PRO, eToken PRO Smartcard, eToken PRO Anywhere (when
eToken PKI Client is installed), eToken NG-OTP, eToken NG-FLASH

* Smartcard login with eToken authenticators requires the presence of eToken PKI client.
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